Nested Kernel
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entry:
pushfq
cli
mov srax, -8 (%rsp)
mov %rcx, —16(3rsp)
mov 3rsp, S3Srcx
mov %cr0, %rax
and "CRO_WP, $rax
mov %rax, %cr0

~ cli

mov PerCPUSecureStack, $rsp

push %rcx
mov —-0x8 (%recx), %rax
mov —-0x10 (%recx), %recx

Save current flags

Disable interrupts

Spill regs for temps

Save stack ptr in rcx

Get current CRO value

Clear WP bit in copy

Write back to CRO
Disable interrupts

Switch to secure stack

Save orig stack ptr

Restore spilled regs

exit:
mov 0 (%rsp), S3rsp
USRI o Push trax
mov %cr0, %rax
1:
or CRO_WP, %rax
mov %rax, %cr0
test CRO_WP, %eax
= je 1b
pop %rax
popfq

Figure 2. Nested Kernel Entry.
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Figure 3. Nested Kernel Exit
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Figure 1.

through the Exit Gate.

PerspicuOS State Transition Diagram. Only
shaded blocks can execute PerspicuOS privileged operations
(Table 2). All transitions out of the nested kernel must go
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Operation

x86 Instruction

Description

Constraints

nk_declare PTP

None

Initialize physical page d}:scnpto} as usable in page tables

Asserting invariant I4

nk_write_PTE

mov VAL, PTEADDR

Update pMMU mapplng| :

Asserting invariants 14 and I5

nk_remove_PTP

mov VAL, PTEADDR

Remove physical page frpm being used as PTP

Supporting invariants I4, I5, and I6.

nk_load_CRO

mov %REG, %CR0

Controls enforcement of kead-onlly mappings

WP-bit must be set: invariant I8

nk_load_CR3

mov %REG, %CR3

Controls MMU mappinglbase PMIL4 page

Value must be a declared PML4-PTP

nk_load_CR4

mov %REG, %CR4

Controls user mode execition with SMEP flag

CR4 SMEP flag must be 1

nk_load_MSR

wrmsr Value, MSR

Control enforcement of o-execute permissions

EFER NX-Bit must be set to 1
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Table 2. Nested Kernel Operations, Protec}ed Insgructions, Description, and Constraints
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